NHOPOPMAIIMOHHASA NAMATKA JJIS1 OBYYAIOIIUXCA

C KaxIplM TOJOM MOJOJIE)KH B HMHTEpPHETE CTAHOBHUTCS OoJibllle, a
IIKOJILHUKH OJHW M3 CaMbIX aKTHUBHBIX MOJib30Barenerd PyHera. Mexny Ttem,
IIOMUMO OTPOMHOI0O KOJIMYECTBA BO3MOXHOCTEH, UHTEPHET HECET U MPOOJIEMBI.
OTa namsTKa 10JHKHA TOMOYb Te0e 0€30MMacHO HAXOAUTHCS B CETH.

KoMmnbroTepHbie BUPYCHI

KoMnbroTepHbII BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOTPaMM,
OTJINYUTEIBHON OCOOEHHOCTBIO KOTOPOH SIBISIETCA CIIOCOOHOCTD K Pa3MHOKEHUIO.
B nononHeHue K 3TOMY, BUPYChl MOTYT OBPEINUTh WJIA MOJTHOCTHIO YHUUTOXKUTh
Bce (hailyibl ¥ JaHHBIE, TOJIKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHHU KOTOPOTO ObLTa
3amylieHa 3apa)keHHas MporpaMMa, a TaKkKe MOBPEAUTh WJIU AK€ YHUUTOKHUTH
OINEpPALMOHHYIO CHUCTEMY CO BceMU (aiijamu B 1[eJ0M. B OosbIIMHCTBE cilydyaeB
PacIpOCTPAHSAIOTCS BUPYCHI UEPE3 UHTEPHET.

MeTozsl 3alUTHI OT BPEJOHOCHBIX ITPOTPaMM:

1. Hcrnonp3ylhi COBpPEMEHHBIE ONEPALMOHHBIE CHUCTEMBI, HMEIOLINE
CEpBbE3HBIA YPOBEHB 3aIIHUTHI OT BPEAOHOCHBIX IPOTpaMM;

2. IlocrosHHO ycTaHaBiauBaid mnadytu (UU(pPOBBIE 3aIUIATKU, KOTOPBIE
aBTOMATHUYECKU YCTAaHABIMBAIOTCS C LIEJIbIO JOPaOOTKH IPOrpaMMbl) U JIpyrue
OOHOBJICHUSI CBOEW oOmeparMoHHOM cucteMbl. CkauWBaili HX TOJBKO C
opunmaneHoro caiita paspadotunka OC. Eciam cymiecTtByer  pexuMm
aBTOMAaTHUYECKOT0 OOHOBJICHUS, BKIIIOUYH €r0;

3. PabGoraii Ha cBOEM KOMIBIOTEPE IOJ] MpaBaMU IMOJH30BATEINSI, a HE
aJMUHHUCTpPATOpa. DTO HE IMO3BOJUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOrpaMM
WHCTAJUIMPOBATHCSA Ha TBOEM MEPCOHAIBHOM KOMIIBIOTEPE;

4. Hcnonp3yil aHTHBUPYCHBIE IPOTPAMMHBIE IPOAYKTBI H3BECTHBIX
MIPOU3BOAUTEIICH, C aBTOMAaTHYCCKUM OOHOBJICHHEM 0a3;

5. Orpannub HpU3NUECKUHN JOCTYH K KOMIIBIOTEPY JJIsi MOCTOPOHHMX JIMII;

6. Mcnonp3yii BHEITHUE HOCUTENN UH(OpMALIUU, TaKue KaK (iemka, TucK
uiu (aidsl U3 UHTEPHETA, TOJBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBali KOMIBIOTEpHBIE (aiibl, MOJyYEHHBIE U3 HEHAJECKHBIX
UCTOYHUKOB. [[axke Te (ailnbl, KOTOpbIE MpUCIan TBOW 3HaKOMbIN. Jlydiie yTounu
y HEro, OTIPaBJIsijl JIM OH Te0e UX.

Cetu WI-FI

Wi-Fi - 570 He BUI mepenayul JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIb
openn, mapka. Eme B 1991 rony HuaepiaHackass KOMITaHHS 3apETHCTPHpPOBAIIa
openn "WECA", uro o6o3nayano cnoBocouetanue "Wireless Fidelity", koTopsiii
MepPEeBOUTCSA Kak "OeCrpoBOHAS TOYHOCTH'.

Jlo Hamiero BpeMeHH Joluia japyras abOpeBuaTypa, KOTopas sBISETCS
TaKoM ke TexHosioruei. Ito abobpesuatypa "Wi-Fi". Takoe HazBaHue ObLIO JTaHO
C HAMEKOM Ha CTaHJapT BhICIIed 3BykoBoi TexHuku Hi-Fi, yTo B mepeBoje
O3HA4YaeT "BBICOKAS TOYHOCTH'.



Jla, OecriaTHBIA MHTEPHET-OCTYI B Kade, OTEIAX U adpOTOPTax SBISCTCS
OTJINYHOM BO3MOXKHOCTBIO BBIXOJa B MHTEpHET. HO MHOTHE AKCIEepThl CYUTAIOT,
yTo obmenocrymnabie Wi-Fi ceTn He sSBIAIOTCS O€301MacHBIMH.

CoBeThl 10 0€3011aCHOCTH pabOTHI B 00MIEAOCTYIHBIX ceTax Wi-fi:

1. He nepenapaii cBOI0 TUYHYIO HHPOpMAIIUIO Yyepe3 o01enocTynHubie Wi-
Fi cetn. Pabotast B HUX, )KeJlaTelbHO HE BBOAUTH MApOJId JOCTYMa, JIOTUHBI U
KaKHe-TO HOMEpa;

2. Ucnionp3yii 1 OOHOBIISIA aHTUBHPYCHBIE POrpaMMBbl 1 Opanamayep. Tem
caMbIM ThI 00€30MaculIb ceOs OT 3aKaYKU BUPYyca Ha TBOE yCTPOIMCTBRO;

3. lpu ucnonszoBanuu Wi-Fi oTkmioun ¢ysknuio "OOmui goctym K
datimam u npuHTepam". JlaHHas (QyHKIHUS 3aKphITa MO yMOJYAHHIO, OJHAKO
HEKOTOPBIC MOJIH30BATENIN aKTUBHPYIOT €€ IS yA00CTBa UCIIOIh30BaHUs B paboTe
uim yueoe;

4. He ucnonws3yii myOonumunsiii WI-FI nns mepemaun JUYHBIX JaHHBIX,
HaIpuMep JUIsl BBIXOJIa B COIMANIbHBIE CETH UJTU B DJIEKTPOHHYIO MOYTY;

5. Hcnonb3yil ToONbKO 3amuiieHHoe coenuHeHue yepe3 HTTPS, a He
HTTP, 1.e. mpu Habope BeO-aapeca BBOM UMEHHO "https://";

6. B MmoOunsHOM Tenedone oTkinoun pyuknuto "Tlonkmouenue k Wi-Fi
aBromMatuuecku". He nmomyckaili aBTOMaTHYECKOTO MOAKIIOUEHHUS] YCTPOWCTBA K
cetsiMm Wi-Fi 6e3 TBoero cormnacusi.

CoununajbHble ceTH

ConuanbHbIe CETH aKTUBHO BXOJAT B HAIly J>XW3Hb, MHOTHE JIIOIU
paboTaroT M JKHUBYT TaM IOCTOSIHHO, a B Facebook yxe 3apeructpupoBan
MUWJUIMAPJ, YEJIOBEK, UTO SIBIISIETCSI OAHOM CEABMOM BCEX JKUTEJIECH ILJIAHETHI.
MHorue moyib30BaTeNid HE MOHMMAIOT, YTO WHGOpMAIUs, pa3MelleHHas UMU B
COIMATBHBIX CETAX, MOXKET OBITh HalJIcHa W WCIOJIb30BaHAa KEM YTOJIHO, B TOM
qucjie He 003aTeNbHO C OJIaruMU HAMEPEHUSIMH.

OcHOBHBIE COBETHI 110 OE30MACHOCTH B COLIMAIIBHBIX CETAX:

1. Orpannub crnucok apy3ed. Y T1eOs B JApPy3bsSiX HE JOHKHO OBITh
CJIyYalHbIX U HE3HAKOMBIX JIFOJIEH;

2. 3ammiiail cCBOXO YacTHYIO >KM3Hb. He ykaspiBail maposiu, TenedoHbI,
aapeca, JaTy TBOErO POXICHUS W JPYTYIO JUYHYIO HHGOPMAIHIO.
3JI0yMBIIIEHHUKHA MOTYT MCTIOJIb30BATh Ja)kKe MHPOPMAIIHIO O TOM, KaK Thl U TBOH
POJIUTEINN TTAHUPYETE TPOBECTH KAaHUKYJIBI,

3. 3ammmiaii CBOIO pernyTaluio - JEpKU €€ B YHUCTOTE W 3ajaBail cede
BOITPOC: XOTEJ OBl THI, YTOOBI APYTHE TOJIH30BATEIIN BUICH, UTO ThI 3arpy’Kaciilb?
[Toxymaii, mpesxie 4eM 4TO-TO OMyOJIMKOBATh, HAMMKCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE UCIIOIb3YH CBOE
peanbHOE UMS U APYTYIO JIMYHYIO HHPOPMAITUU: UMS, MECTO YKUTEIHCTBA, MECTO
y4eObl U Tpouee;

5. N36eraii pazmenienus pororpaduii B UnTepHere, rie Thl M300paKeH Ha
MECTHOCTH, 110 KOTOPOM MOKHO OTIPEICIUTh TBOE MECTOTIOJIOKEHHUE;

6. Ilpu peructpamuu B COUMAIBHOW CETH HEOOXOAMMO HCIIOIH30BaTh
CJIOKHBIE TIAPOJIM, COCTOSIINE U3 OYKB ¥ IU(P U C KOJIMIYECTBOM 3HAKOB HE MEHEE

8;



7. [ns coumanpbHOM C€TH, MOYTHI M JPYIMX CalTOB HEOOXOIUMO
UCII0JIb30BaTh pa3Hble mapoiau. Toraa eciu Te0s B3JI0OMAIOT, TO 3JI0YMBIIUICHHUKA
MOJIy4YaT JAOCTYI TOJIBKO K OTHOMY MECTY, & HE BO BCE Cpa3zy.

JJIEeKTPOHHBbIE I€HbI'H

DONEeKTpOHHbIE JEHBI'M - 3TO OYEHb yAOOHBIN CHOCO0 IUIaTexei, OJHaKO
CYIIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTST MOJIYUYHUTh 3TU JCHBIH.

DJIEKTPOHHBIE AEHbIY NOSBUJIMCh COBCEM HEAABHO M UMEHHO H3-3a 3TOTO
BO MHOTHX I'OCyAapCTBax /10 CHX IIOP HE MPONMCAHO PO HUX B 3aKOHAX.

B Poccuu ke onu (yHKIMOHUPYIOT U O HUX YK€ IIPOIMUCAHO B 3aKOHE, TJIe
UX Pa3AeisaloT Ha HECKOJIBKO BUIOB - AaHOHMMHBIE U HE aHOHMMHBIE. Pa3Huna B
TOM, YTO aHOHHMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpOBOIUTh olepauuu 0e3
UACHTU(UKALIMY TI0JIH30BaTENIs, @ B HCAHOHUMHBIX UECHTU(UKAIUS TT0JIh30BaTENs
ABJISIETCS 00513aTEIIBHOM.

Taxke crnemyeT pasnuyaTh OJJIEKTPOHHBIE (UATHBIE JEHBIU (pPaBHBI
rOCYJJapCTBEHHBIM BaJllOTaM) W DJIEKTPOHHBbIC HedUATHBIC JEHBI'M (HE pPaBHBI
rOoCyJJapCTBEHHBIM BAJIOTaM).

OcHOBHBIE COBETHI 110 O€30MaCHON PaboTe C IEKTPOHHBIMH JICHBIAMMU:

1. IpuBsku K cyery MOOWIBHBIM TenepoH. DTO caMblii YJTOOHBIN U
OBICTPBI CIIOCOO BOCCTAHOBUTH JOCTYN K cuery. IlpuBsd3aHHBI TeneoH
MOMOKET, eclii 3a0yjAellb CBOM IUIaTeKHBIA MapoJib WM 3aienip Ha cailT ¢
HE3HAKOMOT'O YCTPOMCTBA,;

2. HUcnone3yii omHopaszoBble maponu. [locne mepexoma Ha yCHIIEHHYIO
aBTOpHU3aLMIO TeOe yke He OyIeT yrpokaTh OMAacHOCTh KpaKM WJIM IMEepexBaTta
IIJIATEKHOTO MapOJIs;

3. BoeiOepu cnoxxHblid naposib. [IpecTynHukam OyneT He MpocTo yraaaTh
CJIOKHBIN napoJib. HanexxHble maposu - 3To napoiau, KOTOPbIE COAEPKAT HE MEHEE
8 3HaKOB U BKJIIOYAIOT B CE0s1 CTPOYHBIC U TPOMUCHBIE OYKBBI, ITU(PHI U HECKOIBKO
CUMBOJIOB, TaKW€ KaK 3HaK jaojuiapa, (yHTa, BOCKIMIIATEIbHBIM 3HAK W T.I.
Hanpumep, $tROng!;;

4. He BBOAYM CBOM JINYHBIEC JAHHBIE HA CATaX, KOTOPHIM HE JIOBEPSIEUIb.

JJIeKTPOHHAS MOYTA

DJIEKTPOHHAS IOYTA - 3TO TEXHOJIOTUS U NPENOCTABISIEMBIE €10 YCIYTH 1O
NEPECHUIKE U TOJYUYEHUIO JIEKTPOHHBIX COOOIIEHN, KOTOPbIE pacIpeiesatoTCs B
KOMIbIOTEpHOMH ceTH. OOBIYHO DJICKTPOHHBIA MMOYTOBBIA SIIIIUK BBITJISAUT
CIeNyIIHUM 00pa3oM: UM _MOJb30BaTesi(@uUMs_JoMeHa. Takxke Kpome
nepeaavyu NpoCcToro TeKCTa, UMEETCsl BO3MOXKHOCTD MepeaBaTh (hanibl.

OCHOBHBIE COBETHI MO 0€30MacHOM paboTe C INEKTPOHHOU MOUYTOM:

1. Hago BbIOpaTh mpaBUJIbHBIA MOYTOBBIM cepBUC. B HMHTEpHETE ecTh
OTPOMHBII BBIOOP OECTIATHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIYUIlIe JOBEPSIThH TEM,
KOT'O 3HAE€UIb U KTO NEPBBIM B PEUTHUHTE;

2. He ykaspiBaii B JIMYHOHM mouTe JUYHYI0 HHpopMauuioo. Hampuwmep,
Jdyuiie BeIOpaTh "My3bIkanbHbIN  panaT@" unu "pok2013" Bmecto "temal3";

3. Mcnonp3yil IBYXATalHYI0 aBTOPHU3ALHI0. JTO KOI/Aa MOMHMO Mapois
HY>KHO BBOJUTH KOJI, TpUChLUIaeMblid 1o SMS;



4. BeiObepu cOXHBIM mapoib. IS KaXa0ro MOYTOBOTO SIIIMKA JOJDKEH
OBITh CBOM HAJCKHBIN, YCTOWYUBBIM K B3JIOMY I1apOJIb;

5. Eciin ectp BO3MOXHOCTh HalMcaTb CaMOMY CBOM JIMYHBIM BOIIPOC,
UCIIOJIb3YH 3Ty BO3MOXKHOCTB;

6. Mcnonb3ylh HECKOJBKO MOYTOBBIX SIIMKOB. IlepBwIi i1 4YacTHOM
MEPENUCKH C aJipecartaMu, KOTOPBIM Thl IOBEPSIELIb. DTO 3JIEKTPOHHBIN aIpec HE
HaJI0 MCIO0JIb30BaTh MPU PErUcTpaluy Ha (opymax U cailTax;

7. He oTkpbIBaiil (ailyibl ¥ Ipyrue BIOKEHHS B MUChbMAaX, JAXe €CId OHH
MPUILIM OT TBOUX Jipy3eil. JIydllle yTOYHU y HUX, OTIPABIISUIM JIM OHU TeOE 3TU
dbaitisr;

8. Tlocme okoHYaHws pabOTHl HA MOYTOBOM CEPBUCE TEPEd 3aKPBITHEM
BKJIQJIKU C CaliTOM He 3a0y/1b HaXXaTh Ha "BeriiT".

KuOepOyuiMHI MM BUPTYaJibHOE U31EeBATEJIbCTBO

KubepOymnmuar - mpecineoBaHWe  COOOMIEHUSMH,  COJAEPKAIIUMHU
OCKOpOJIeHUS, arpeccuro, 3aIlyTrMBaHUE; XyJIUTaHCTBO; COLIMAIBHOE
OOMKOTHUPOBAHUE C TOMOIIIBIO PA3IUYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 O0OpHOE ¢ KHOEPOYILTUHTOM:

1. He Gpocaticst B 60#. JIyumunii crmoco0: MOCOBETOBATHCS Kak ceOsl BECTH
U, €CIIU HET TOr0, K KOMY MOKHO OOpaTUThCS, TO BHaYalle YCIIOKOUTHCS. Eciu Th
HayHEelIb OTBEYAaTh OCKOPOJICHUSIMU Ha OCKOPOJICHHS, TO TOJIBKO ele OOoJbIle
Pa30XKKEUIb KOH(IIHKT;

2. YrpaBisi cBoel KubeppemyTaiumei;

3. AHOHUMHOCTb B ceTd MHHUMas. CymecTBYIOT cliOCOObI BBIICHUTH, KTO
CTOUT 32 AaHOHUMHBIM aKKayHTOM;

4. He cTouT BeCcTH XyJIUTaHCKHM 00Opa3 BUPTyalbHOU U3HU. HTEpHET
(GuKcupyeT BCce€ TBOM JEHUCTBUS M COXpAHSET UX. YJIaIUTh UX OyAeT KpaiHe
3aTPYAHUTEIBHO;

5. CobGmroaif CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii eamHuuHbli HeraTuB. OmHOpPa30BbIE OCKOPOUTEIBbHBIC
cooOmeHus Jy4iie urHopupoBaTb. OOBIYHO arpeccusi MpeKpamiaeTcs Ha
HadaJIbHOM CTa UM,

7. ban arpeccopa. B mporpamMmmax o6mMeHa MTHOBEHHBIMU COOOIIIEHUSIMU, B
COIIMATBHBIX CETAX €CTh BO3MOXKHOCTH OJIOKMPOBKH OTIPABKH COOOIICHHI C
ONPENEIICHHBIX aJIPECOB;

8. Ecnu Tb1 cBuzaerenb kuOepOysuimHra. TBOM JEWCTBUS: BBICTYNUTH
MPOTHUB TMpeCcieaoBaTeNd, MOoKa3aTh €My, 4YTO €ro JICUCTBUS OILICHUBAIOTCS
HETAaTUBHO, MOJJCPKATh KEPTBY, KOTOPOM HYX)Ha ICHUXOJOTHYECKas MOMOIIb,
COOOIIUTH B3POCIBIM O (paKTE arpeCCUBHOTO MOBEJICHUS B CETH.

MooOuabHbI#i TeaedoH

CoBpemeHHbIe CMapT()OHBI W TIIAHIIETHI COAEpPKAT B ceOe BIIOJHE
B3POCIIbIN (DYHKIIMOHAII, U TETIEPh OHU MOTYT KOHKYPHUPOBATh CO CTAIMOHAPHBIMH
KoMmbioTepamu. OJTHAKO, CPENICTB 3alTUTHI IS MMOJJOOHBIX YCTPONUCTB MOKA OUCHD
Mayo. TecTUpoBaHME M TIOUCK YSI3BUMOCTEM B HUX IMPOUCXOAUT HE TakK
HHTeHCUBHO, Kak juIs I1K, To ke camoe kacaeTcss 1 MOOMIIbHBIX MTPUIIOKEHHM.



CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl YXKe€ TMPAKTUYECKH JOTHAIN
HACTOJbHBIE AHAJIOTHU, OJIHAKO paclivpeHue (yHKIIMOHANIa BJIEYET 3a CcOoOOoM
OOJIBIIYIO CJI0KHOCTh M MEHBIIYIO 3AIUIEHHOCTD.

Jlanexo He Bce MPOU3BOIUTEIN BBITYCKAIOT OOHOBJICHHUSI, 3aKPBIBAIO LI[UE
KPUTHUYECKUE YA3BUMOCTH JJIsl CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI /ISl 0€30MaCHOCTH MOOMIILHOTO TenedoHa:

Huuero He siBnseTcs no-HacrosiieMy 0ecriatHbiM. Byib ocTOpokeH, Belb
Korja Te0e mpeayiaratoT 0ecIIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe -
TO IUIATHBIE YCIIYTH;

Hymaii, mpexxe yeM otrpaButb SMS, ¢poto unu Bugeo. Tol TOUHO 3HACIID,
re oHu OyAyT B KOHEYHOM UTOTE?

Heo6xoa1uMo 0OHOBIISITE OMIEPAITMOHHYIO CUCTEMY TBOETO cMapTdoHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI J1JIsI MOOUIIBHBIX TEIe()OHOB,;

He 3arpy»ail npuiioxeHus: OT HEU3BECTHOTO UCTOYHUKA, BEAb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE TPOrpaMMHOE 00eCIIeYeHHUE;

[Tocre Toro kKak ThI BBIMACIIB C caiiTa, I/i€ BBOAMI JIUYHYIO HH(POPMAIIHUIO,
3aiiin B HACTpOMKU Opay3epa u ynanu cookies;

[lepuonnueckun npoBepsid, KaKWE IUIATHBIE YCIYId aKTUBUPOBAaHbI Ha
TBOEM HOMEPE;

JlaBaii cBoli HOMEP MOOWJIBHOTO Tele(OHA TOJIBKO JIFOMISIM, KOTOPBIX ThI
3HaCIlb U KOMY JIOBEPSCIIIb;

Bluetooth nomkeH ObITH BBIKIIOUEH, KOT/Aa Thl UM HE mMoJib3yenibes. He
3a0bIBall MHOT/Ia MPOBEPSTH ITO.

Online urpsr

CoBpeMEHHBIE OHJAWH-UTPHI - OTO KpacOYHbIC, 3aXBAaThIBAIOIIUE
pa3BiieueHUs, OOBEAUHSIONINE COTHU THICSIY YEJOBEK MO BcemMy Mupy. Urpoku
UCCIEYIOT JaHHBIM UM MHpP, OOIIAIOTCS APYT C APYrOM, BBHITIOJHSIOT 3aJlaHuUs,
CpaXKarTCs C MOHCTpPAMHM U TMOJYYarT OMNBIT. 3a yJOBOJILCTBUE OHU ILIATAT:
MOKYMAIOT AUCK, OTUTAYUBAIOT A0OHEMEHT WIIU MPUOOPETAIOT KAKUE-TO OIIIHUH.

Bce atu cpenctBa uayT Ha MOAJIEp)KAHUE U PA3BUTHUE UTPHI, @ TAKXKE Ha
caMy 0€30MacCHOCTb: COBEPIIEHCTBYIOTCS CHUCTEMbI aBTOPHU3AIIUH, BBITYCKAIOTCS
HOBbIE maTuu (U(POBBIEC 3aIIATKU IS MPOTPAMM), 3aKPBIBAIOTCS YA3BHUMOCTH
CEpPBEPOB.

B mogoOHBIX HUrpax CTOUT OmacaTthCs HE CTOJIBKO CBOUX COINEPHUKOB,
CKOJIBKO KpaXM TBOEro MapoJjsi, Ha KOTOPOM OCHOBAaHA CHUCTEMa aBTOPHU3ALMNHU
OOJIBLIMHCTBA UTP.

OCHOBHBIE COBETHI MO 0€30MTaCHOCTH TBOETO UTPOBOT0 AKKAyHTA:

1. Eciiu npyroii urpok BeAeT ceOsl MI0X0 WK CO3/1aeT TeOe HEMPUATHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Iloxanyiics aJIMHUHUCTPATOpaM WIPHl Ha IIJIOXO€ IOBEAECHHE 3TOrO
UTPOKA, KEJIaTeIbHO MPUJIOKUTH KaKHE-TO JOKA3aTeIbCTBA B BUJIE€ CKPUHOB,;

3. He yka3spiBaii tnunyto uH(popmMaIiuio B mpodaiine urpsi;

4. YBaxail Jpyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuImaabHble TATYH U MOJIBL;

6. Mcnonb3yii CIOKHbBIE U pa3HbIE MapOJIy;



7. Jlaxxe BO Bpemsi UIpPbl HE CTOMUT OTKJIIOYaTh aHTUBHpYC. [loka Tbl
Urpacllib, TBOM KOMIBIOTEP MOTYT 3apa3UTh.

DOUIIMHT WIH KPa’ka JUYHBIX JAHHBIX

OObIuHOM KpaXkel JeHEeT U JOKYMEHTOB CETO/IHS Y>K€ HUKOTO HE YJIUBUIIIb,
HO C Pa3BUTHEM HHTEPHET-TEXHOJOTMU 3JIOYMBIILJICHHUKH TEPEMECTUIINCH B
HHTEPHET, U MPOJAO0JDKAIOT 3aHUMAThCS "MIOOMMBIM" JIeTTOM.

Tak mosiBMIIach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (PUIIUHT,
TJIaBHas 1LeNb KOTOPOTO COCTOUT B MOMYYCHUH KOH(PHUACHIMAIBHBIX JTaHHBIX
MoJIb30BaTeNIel - JIOTUHOB U maposeil. Ha anrnuiickoM si3bike phishing unraercs
kak ¢umuHr (ot fishing - peiOHas nosist, password - maposb).

OcHOBHBIE COBETHI O O0pbOE C QUITHHTOM:

1. Cnenun 3a cBoMM akkayHTOM. Eciii Thl mOJ103peBaeiib, YTO TBOSI AHKETA
ObIa  B3JIOMaHa, TO HEOOXoAMMO 3a0JOKUpOBaTh €€ U COOOIIUTH
aJIMUHHCTpPATOpaM pecypca 00 3TOM Kak MOXKHO CKOpee;

2. Vcnionp3yit 6e3onacHble BEO-CalThl, B TOM YUCJIE, MHTEPHET-Mara3uHoB
Y ITIOMCKOBBIX CHCTEM;

3. Ucnonb3yil cinoxkHble U pa3Hble napoiau. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKH IIOJY4YaT JOCTYN TOJBKO K OJHOMY TBOEMY
npo(uITto B CETH, a HE KO BCEM;

4. Ecnu Tebs B3IOManM, TO HEOOXOAMMO NPENyNpeIuTh BCEX CBOUX
3HAKOMBIX, KOTOpbI€ J00aBJIEHBI y TE€OS B IPYy3biX, O TOM, YTO T€OS B3JIOMAIH H,
BO3MOJKHO, OT TBOETO UMEHU OYJIET pacchlIaThCs ClaM U CChUJIKH Ha (DUILIMHTOBbIE
CalThI;

5. YcranoBu HaaexHsblid mapois (PIN) Ha MoOMIbHBIN TenedoH;

6. OTKIIIOYM COXpaHEHUE MapoJis B Opays3epe;

7. He otkpbiBail Gaidiiibl U Apyrue BIOKEHHUS B MHUCbMAaXx, AK€ €ClIM OHU
OPUILLIM OT TBOUX Jipy3el. Jlydille yTOYHU y HUX, OTIPABISUIM JIM OHU TeOe 3TU
Gbaib.

Mudposas penyrauus

[udposas pemyranus - 3T0 HEraTUBHAs WJIM NO3UTUBHAs MH(MOpMaIUs B
cetu o tebe. Kommpomerupyroias uHdopmaius, pa3MelleHHas B UHTEPHETE,
MOKET CEPhE3HBIM 00pa30M OTPa3UTHCS Ha TBOEH peanbHOM ku3uu. "lludponas
penyTanus" - 3T0 TBOM UMUK, KOTOPBIN hopmupyercs u3 nHbpopmaiuu o Tede B
UHTEpHETE.

TBoe MecTo IKHUTENbCTBA, YyueObl, TBOE€ (PUHAHCOBOE TOJIOKEHUE,
0COOEHHOCTHU XapakTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue noApoCTKH JETKOMBICIEHHO OTHOCATCS K MyOJUKAIIMU JIMYHON
uHpopmanuu B IHTEpHETE, HE MOHMMAsi BO3MOXHBIX NOciencTBuid. Thl gaxe He
CMO3KeEIllb JOTalaThCsl 0 TOM, 4TO QoTorpadus, pa3MelleHHas S5 JeT Ha3all, cTajia
MPUYMHON OTKa3a MPUHSTH TeOs HA paboTy.

KommenTtapuu, pasmenienne TBoux pororpaduit u npyrue AeHCTBUS MOTYT
HE UCYE3HYTh JIa’Ke MOCJIE TOT0, KAK Thl UX YJaJUlIb. Thl HE 3HACIIb, KTO COXPaHHUII
3Ty UH(OPMaIHIO, ITONajia JIM OHA B MOMCKOBBIE CUCTEMBI M COXPAaHMJIACh JIM OHA,
a TJaBHOE: YTO MOJYyMAIoT O Te0e OKPYXKAIOIIUe IO, KOTOpbIE HAAYT U YBUIST



310. HaliTn uHdopmaiuio MHOTO JIET CHYCTs CMOXET JI000i - Kak U3 T0OpBIX
NOoOY>KJIEHUM, TaK U C HAMEPEHUEM IPUYUHUTD Bpe. DTO MOXKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI IO 3aIUTE HUPPOBOM pernyTalUun:

1. Tlogymaii, mpexae yeM uTo-TO NMyOJMKOBaTh W TepeaaBath y cels B
0Jiore WK B COIIMATBHOM CETH;

2. B nactpoiikax npo¢uiisi yCTaHOBH OTPAaHUYEHHS HA MPOCMOTP TBOETO
poUIISt M €ro COJIEP>KUMOTO, CJIeJIail €ro TOJIbKO "I apy3ei";

3. He pa3memnaii u He yka3piBail HHPOpPMALIHUIO, KOTOPask MOXKET KOT0-TH00
OCKOPOJIATH WK OOMKATh.

ABTOpCKOE IpaBo

CoBpeMeHHBIE MIKOJBHUKH - AaKTUBHBIE TMOJb30BATENU LHUPPOBOTO
npoctpancTBa. OJHAKO [ale€KOo HE BCE 3HAIOT, YTO IOJb30BAHUE MHOTHUMH
BO3MOKHOCTSIMU  LM(PPOBOrO  MHUpa TpeOdyer coOMoAeHus 1paB  Ha
UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTENNIEKTyanbHasi COOCTBEHHOCTH" OTHOCHUTCS K Pas3IMYHBIM
TBOPEHMSM YEJIOBEYECKOTO yMa, HAauWHasg C HOBBIX H300pETEHHH U 3HAKOB,
0003HayaroUMX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U 3aKaHUYMBAsI KHUTAMH,
dboTorpadusimMu, KHUHOPUIEMAMHU U MY3bIKaJIbHBIMU MTPOU3BEIACHUSIMH.

ABTOpCKHUE IIpaBa - 3TO MpaBa Ha MHTEIUIEKTYaJlbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JTUTEPATyphl U UCKYCCTBA. ABTOPCKHE IIPaBa BBICTYIIAIOT B
KaueCcTBE TapaHTHUU TOTO, YTO HHTEJUICKTYaJIbHBIA/TBOPUECKUN TPYH aBTOpa HE
OylIeT HampacHbIM, JacT €My CHpaBeJIMBbIE BO3MOXXHOCTH 3apaboTaTh Ha
pe3yapTaTtax CBOEro TpyAa, MOJYyYHTh M3BECTHOCTh M Npu3HaHue. Hukrto 0e3
pa3pelieHus aBTOpa HE MOXET BOCHPOU3BOAUTH €ro  IMPOU3BEACHUE,
pacrpoCTpaHsITh, MYOJUYHO JIEMOHCTPUPOBATH, MPOJiaBaTh, HMIOPTHPOBATH,
NyCKaTh B MPOKAT, MyOJIUYHO MCIOJIHATH, OKA3bIBATh/UCIOIHATh B 3(Upe WIH
pasmemats B IHTEpHETE.

Hcnons3oBanue '"muparckoro" MporpaMMHOIO OOECIEYEHUS MOXKET
MPUBECTH K MHOTMM pHUCKaM: OT MOTEPU [AaHHBIX K TBOMM aKKayHTaMm J0
OJIOKHPOBKH TBOETO yCTPOMCTBA, IJle yCTAHOBJIEHA HeseraiapHas nporpamma. He
CTOUT TaKXke 3a0bIBaTh, YTO CYIIECTBYIOT JIeTalbHbIE U OECIUIaTHBIE TPOTPAMMBI,
KOTOPBIE MOYKHO HAWTH B CETH.

O nopraJie

CeteBu4oK.pd - TBOU IJIaBHBIN COBETYUK B CETU. 31E€Ch Thl MOXKEIIIb y3HATh
0 0€30MaCHOCTH B CETH MOHSATHBIM U JOCTYIHBIM SI3bIKOM, a TP BO3HUKHOBEHUU
KPUTUYECKON CUTyalluu oOpaTUTHCS 32 COBETOM. A TakX e NPUHATH y4acTUE B
KOHKYpCax U CTaTh CaMbIM LIU(MPOBBIM IPaKTaHUHOM !



